Confidentiality Case Scenarios


WHY CONFIDENTIALITY IS IMPORTANT

· It benefits patients by providing a secure environment in which they are most likely to seek medical care and to give a full and frank account of their illness when they do.

· It supports public confidence and trust in healthcare services more generally.

· It expresses respect for patients' autonomy: people have a right to choose who will have access to information about them, and a rule of confidentiality for medical practitioners reassures patients that they can determine who will be privy to their secrets.

These are three robust arguments for maintaining confidentiality, but there are some circumstances in which breaches of confidentiality are permissible, and sometimes even necessary
PRINCIPLES OF USING CONFIDENTIAL INFORMATION

· Make sure you can justify the purpose

· Seek consent to disclose where possible

· Only use when absolutely necessary

· Use minimum data 

· Anonymize where possible

· Ensure is on a need to know basis

· Check if unsure

COMMON AREAS WHERE DOCTORS GET PULLED UP FOR BREACHING CONFIDENTIALITY

·  ‘Casual breaches’ eg amusement amongst colleagues
· Private reports and insurance forms without written consent 

WHEN DOCTORS MUST BREACH CONFIDENTIALITY

(to specific authorities only)

· To protect the patient from serious harm (eg suicidal patient, psychotic)
· To protect a third party from serious harm (eg children)
· To protect the public (eg Notifiable diseases, patient not fit to drive but refuses to stop and refuses to tell DVLA)
· To aid the prevention or detection of serious crime (eg. Gun crime, terrorism)
· Under court orders
CONFIDENTIALITY CASE EXAMPLES

1. Mary is 35 years old and has applied for life insurance. She attends your surgery and requests a ‘copy of her notes’ for the insurance company. 

2. John is a 21year student old who you have seen in the local GUM clinic. He has often practiced unsafe sex. He is being treated for gonorrhea but has failed to attend for any follow –up to ensure successful treatment. You are aware that he will be returning back home at the end of term and so may never return for follow-up. Should you let his GP know?

3. Samantha came to see you last week for a blood test. Her mother spots you in the supermarket and asks if her blood test results are back yet. 

4. You are the casualty officer. The police phone, asking if a man fitting the description of your patient is in A&E. What would you say if they were investigating a road traffic accident? Would your response change if he was suspected of a burglary?
5. Mr Harris is 52 and has had epilepsy following a head injury 2 years ago. He has not had a fit for the past 6 months. He is the main carer for his disabled wife. He mentioned that he had driven to the surgery. What are your obligations?

6. Sarah is a district nurse from another practice. She has had a positive HIV test. After counselling she refuses to tell her husband, stating ‘we always use condoms’. He is also your patient. Can you tell him? What about her employer?

7. You are a psychiatrist. The duty social worker phones saying she is going to the house of a child on the ‘at risk’ register. The school is concerned as the child has not shown up all week. The child’s father is your patient and is having psychiatric treatment. What information can you disclose?
8. You receive a letter asking to provide evidence in court about your patient who has been charged with a criminal offence. What should you do?

CONFIDENTIALITY CASE STUDIES NOTES – please check these against latest guidance from authoritative sources.
1. She is entitled to access of her notes under the Access to Health Records Act 1990 and Data Protection Act 1998 which has largely replaced this. Has a right to access the data within 40 days subject to a fee of £10. Practitioner can refuse under ‘therapeutic privilege’ if feels that it might cause harm. 
With regards to the insurance company, consent should preferably be in writing and should understand relevant information cannot be concealed.

2. Under the NHS (Venereal Diseases) Regulations 1974 every trust has to ensure confidentiality over records and only allow release in order to prevent or treat disease. The requirements regulate that explicit consent is required before communication with the GP. Also be aware of need for professionals to have explicit consent before releasing information from a fertility clinic to GP. 

3. It is potentially a breech of confidence even to acknowledge Samantha is a patient. Perhaps a suitable reply would be ‘I can’t discuss patients outside the surgery’
4. Important points initially would be to ask the police officer his/her name, rank and police station and nature of the crime. Road Traffic Act makes it mandatory for everyone, not just doctors, to provide name and address but not clinical details of anyone suspected of being involved in RTA.  But if it is a crime against property then informing the police is a breech of confidentiality. Probably legally safe to inform if the crime involved serious injury.

5. This comes under public interest. Obviously Mr Harris is not medically fit to drive and you should explain the risks to him and if he continues despite medical advice that you have an obligation to inform the medical advisor of the DVLA. You should let the patient know in writing.
6. The views of the GMC are that there are grounds for disclosure only where there is a serious and identifiable risk to a specific person who if not informed would be at risk of infection, i.e it would support a doctor if the spouse was at significant risk and was informed. However need to have strong counselling and support network.
It is in strong public interest to disclose if the nurse may be putting her patients at risk. Patient interest is paramount.

7. Obviously verify she is who she says she is. If you feel that a disclosure may assist in the prevention of serious harm or a crime you are justified in divulging RELEVANT information. But it should be limited to your patient not about any third party. Interesting case in the US, Tarasoff v Regents of University Of California. A psychiatrist was successfully sued after he failed to warn the girlfriend of one of his patients that he knew her life was in danger.

8. With respect to criminal proceedings a healthcare professional is protected against any action for breech of confidence. However if you feel the information you are being asked to provide is not material to the case and a witness summons is issued you may be in contempt of court if you refuse to disclose information. 
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